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Disclaimer 

This document contains material, which is the copyright of certain BeyWatch contractors, and may not be 

reproduced or copied without permission. All BeyWatch consortium partners have agreed to the full 

publication of this document. The commercial use of any information contained in this document may 

require a license from the proprietor of that information.  

The BeyWatch Consortium consists of the following companies: 

 

No Participant name Participant 

short name 

Country  Country 

1 Telefónica I+D TID Co-ordinator Spain 

2 Synelixis Solutions Ltd Synelixis Contractor Greece 

3 GL Group GL Contractor UK 

4 Electricité de France S.A. EDF Contractor France 

5 Gorenje Gospodinjski Aparati D.D. Gorenje Contractor Slovenia 

6 Fagor Electrodomesticos S. Coop. Fagor Contractor Spain 

7 Universita Degli Studi Di Palermo UniPa Contractor Italy 

8 Sigma Orionis Sigma Contractor France 

 

The information in this document is provided ñas isò and no guarantee or warranty is given that the 

information is fit for any particular purpose.  The user thereof uses the information at its sole risk and 

liability. 
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Executive Summary 

This report accompanies a first prototype of the middleware that will allow seamless devices and services 

discovery for the BeyWatch Agent, and that will be used mainly for energy monitoring and devices control.  

BeyWatch middleware offers enhanced OSGi open programming interfaces for personalized services 

creation and instantiation, to enable energy-aware devices/sensors/services automatic discovery, vendor-

independent application-level ubiquitous networking (intelligent appliances identification) and energy 

profiles retrieval.  

Moreover, an intelligent user modeling and profiling mechanism will provide the methodology for 

capturing and modeling user energy consumption behavior, based on user input (static modeler), historical 

data/statistics and frequency based recommendations (dynamic modeler). Based on userôs priorities, 

dynamic modeling and confident level, a multi-profile aggregator will be implemented to aggregate 

multiple userôs preferences and resolve conflicting requirements. 

For completeness reasons, the report includes an introductory chapter that summarizes the major 

characteristics of the Agent Platform (description of the prototype, Residential Gateway Software platform, 

and main middleware components) as well as provides updated information on the Agent Core Scheduling 

logic implementation status. 

The home is an extremely heterogeneous environment with regards to home appliances. Many different 

devices need to coexist and those devices can be of many types and from different vendors. In what 

concerns BeyWatch, new low consumption energy-aware white appliances will be controlled, but also 

legacy appliances can be monitored and controlled by plugging them into BeyWatch watchers (energy-

aware smart plugs). Moreover, the framework needs to deal with devices such as smart meters and CPSs 

(Combined Photovoltaic and Solar Thermal panels systems), that are crucial for the smart management of 

energy consumption at home. Those requirements make necessary the implementation of a multilayer 

middleware architecture, able to handle devices from different vendors, normally using different M2M 

communications technologies, and grouping them according to their type and common functionalities. 

Middleware for device management in BeyWatch implements this multilayered architecture by providing 

the necessary base drivers to control devices at network level (M2M communications), manufacturers 

specific proxy bundles, that implement the control of the device at device level and offer a common 

interface for controlling the device from the upper layer according to its type, and application layer device 

manager driver, which will enable device automatic discovery and tracking. Middleware is provided in the 

form of OSGi service bundles, so it is highly modular and extendable. 

Also the Alerts and Messaging Framework is briefly presented. It can be used by the Agent to inform the 

user and to send recommendations to him according to user preferences. 

Then, the user preferences profiling middleware is described. Meaningful and up to date user preferences 

data is stored in the service framework so the Agent can retrieve it any time the home appliances operation 

needs to be re-scheduled. 

Finally, the list of bundles that constitutes the first release of BeyWatch Agent middleware prototype is 

included.  
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Abbreviations 
 

BSS Business Support Systems 

GUI Graphical User Interface 

RG Residential Gateway 

RES Renewable Energy Source 

TSO Transmission System Operation 

LRR Last Resource Rate 

M2M Machine-to-Machine 

U&U User & Utility 

PHP Personal Home Page 

XML  Extensible Markup Language 

MVC Model-View-Controller 

TAR Tape ARchiver 

CSS Cascading Style Sheets 

H2M Human to machine 
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1. Introduction 

1.1. Scope and objectives of BeyWatch 

Targeting environmental sustainability, energy efficiency and new power distribution/production business 

models, BeyWatch ([1]) aims to design, develop and evaluate an innovative, energy-aware and user-centric 

solution, able to provide intelligent energy monitoring/control and power demand balancing at 

home/building & neighbour level. The system will interconnect legacy professional/ consumer electronic 

devices with a new generation of energy-aware white-goods, where multilevel hierarchic metering, control, 

and scheduling will be applied, based on power demand, network conditions and personal preferences. 

Moreover, via an combined photovoltaic/solar system, it will be able to produce hot water and energy, 

which will be used at home or at peak hours fed to the electricity network. The proposed system will 

function in two layers hierarchy: 

 Micro -management level: based on the outdoor temperature, the power consumption demand, the 

power supply network conditions and the usersô preferences, all the devices in the home or a building 

will be set under local interactive monitoring and intelligent control, in order to achieve amortization of 

loads and peak suppression of small-scale power consumption. BeyWatch key element will also be the 

CPS system, which will provide for active energy production, especially during peak hours. 

 Medium-management level: the local control elements will be included in a hierarchical system that 

will cover larger geographical regions (e.g. building blocks or neighbourhood) to provide statistical data 

and enable medium-level control and coordination of the energy resources. The effect of energy and CO2 

savings at home level will be estimated in large geographical regions, by considering benefits on the 

whole energy value chain (production, transportation, distribution, supply). 

The BeyWatch solution binds in a unique way the designers of consumer electronic devices with the service 

providers and the energy suppliers targeting five main goals: 

a) design ultra-low energy-consumption white-goods 

b) implement methods, techniques and technologies to reduce the power consumption in smart/green 

homes/blocks/neighbours by intelligent control of electrical devices 

c) generate hot water and electricity from RES at building level, leading to further power savings, 

and power production at peak hours 

d) elaborate business plans and BSS applications that will help the users and the providers to reach 

beneficiary contracts 

e) motivate userôs awareness, towards less CO2 emissions on the whole energy value chain 

(production, transportation, distribution, supply) and cleaner environment. 

BeyWatch project is organized in 7 work packages. WP1 (Project Coordination & Management) and WP7 

(Exploitation & Impact Creation) determine the project management framework and the interaction 

channels with the ñoutsideò world, respectively, while the rest of the work packages are technical ones.  

1.2. Scope and objectives of this document 

This report accompanies the first prototype of the middleware that will allow seamless devices and services 

discovery for the BeyWatch Agent, and that will be used mainly for energy monitoring and devices control, 

as part of Task 4.3 (ñMiddleware adaptation & user preferences profiling mechanismò) of WP4 (ñEnergy 

Monitoring & Control Platformò) of the project. 

BeyWatch middleware offers enhanced OSGi open programming interfaces for personalized services 

creation and instantiation, to enable energy-aware devices/sensors/services automatic discovery, vendor-
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independent application-level ubiquitous networking (intelligent appliances identification) and energy 

profiles retrieval.  

Moreover, an intelligent user modeling and profiling mechanism will provide the methodology for 

capturing and modeling user energy consumption behavior, based on user input (static modeler), historical 

data/statistics and frequency based recommendations (dynamic modeler). Based on userôs priorities, 

dynamic modeling and confident level, a multi-profile aggregator will be implemented to aggregate 

multiple userôs preferences and resolve conflicting requirements. 

1.3. Organisation of this document 

Chapter 2 (ñAgent Platformò) presents briefly the platform at hardware and software levels (description of 

the prototype, Residential Gateway Software platform, and main middleware components) as well as 

provides updated information on the Agent Core Scheduling logic implementation status. 

Middleware is described in detail in Chapter 3 (ñMiddlewareò). This section presents the Device and Event 

Management framework that will be used by the Agent monitoring the energy consumption of home 

appliances and to control them. The Alerts and Messaging Framework is here presented too. 

Chapter 4 (ñUser preferences profilingò) shows user profiling and preferences data that is relevant for the 

implementation of the Agent Core Scheduling and Control Logic, and finally Chapter 5 (ñSummary of first 

middleware prototypeò) contains the list of OSGi bundles that have been released at this point in time. 

Annexes A, B and C include the open application programming interfaces that are published to the Agent 

for the monitoring and control of devices, and for the configuration and use of the Alerts and Messaging 

Framework. 

  

2. Agent Platform 
 

The BeyWatch Agent Platform is described briefly in this section. It offers to the reader an integrated view 

of the Agent, to put into context the middleware that is introduced afterwards, and that provides tools to the 

óAgent Core Scheduling and Control logicô. Those middleware tools will enable the management of 

appliances in the home platform, the retrieval of user preferences and appliances energy profiles, and will 

provide the mechanisms to send messages (email, SMS) to the user to inform him, alert him about any 

possible abnormal situation or suggest minor changes in his energy behavior to be more efficient (thus being 

more ecological and saving money from the electricity bill). 

As described in deliverable D4.2, ñDesign and implementation of the Agent Platformò ([1]), the Agent 

platform consists of a Residential Gateway (RG) plus the utilityôs Smart Meter installed at the userôs home.   

This platform should be enabled to communicate with all the BeyWatch appliances in the home, to optimize 

energy consumption by monitoring individual appliancesô consumption, and controlling their operation 

according to some parameters, such as energy cost, user preferences, appliances requirements, weather 

forecasts, availability of electricity generated by the photovoltaic panel, and availability of hot water in the 

CPS boiler (water tank connected to the solar thermal panel of the Combined Photovoltaic and Solar 

Thermal system).  

On the other hand, the Agent platform must be also connected to Internet, to ensure communications with 

the back-end platform where the BeyWatch Supervisor runs and to where end users, Service Providers and 

utility users will connect to access to the services that BeyWatch provides for them.   

Figure 2 depicts the components of a complete BeyWatch Home Platform, together with the electricity and 

hot water flows within the home. The Agent Platform constitutes the core of the installation and it is 

connected to BeyWatch white appliances (washing machine and dishwasher provided by Fagor; refrigerator 
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provided by Gorenje), to the CPS system (Combined Photovoltaic and Solar Thermal Panels System 

provided by the University of Palermo) and commercial watchers (energy-aware smart plugs that enable the 

Agent to monitor and control the operation of non-BeyWatch appliances). The Agent is in charge of 

optimizing the energy spent in the house in two aspects: 

- Electricity demanded by the home appliances. 

- Hot water needed by the white appliances and for domestic use. 

 

 

Figure 1:  Software Architecture for the BeyWatch Agent 

2.1. Agent RG prototype 

The Agent RG prototype is an Asus Eee Box B202 small factor PC (Figure 2), provided with an Atom 

N270 processor, 1600 MHz clock (hyper-threading enabled), 1 GB RAM and 80 GB HDD. This equipment 

consumes only 20 Watts and produces just 26 dB of operating noise. It must be connected to the LAN of 

the home to access and being accessed from Internet. 
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Figure 2:  The Asus Eee B202 small factor PC 

 

 

It copes perfectly with the requirements for a home services delivery platform that a telco operator may 

have in a 2 boxes model (keep current ADSL or 3G modem/router for connectivity to Internet and LAN 

management, and install a second box for home services deployment). An alternative to the Asus Eee Box 

will be a low cost/low consumption Plug Computer, with a consumption of 5 Watts and target price of 

around 35 ú in the short term ([3]). 

 

Figure 3:  Marvell Plug Computer (Sheeva Plug) 

The 1 box model for home services deployment implies the installation of an advanced RG, which includes 

connectivity functionality and is provided normally with a separate processor for home services logic, able 

to run a Java virtual machine and an OSGi framework on top of it. High performance fiber RGs are capable 

of running Java and OSGi. 

 

Figure 4:  Telefonica Fiber RG appearance 

2.2. Agent RG Software Platform 

BeyWatch Agent RG prototype runs a Linux Operating System (Debian GNU/Linux 5.0 distribution, 2.6 

Linux kernel). The Equinox OSGi R4 implementation will provide the framework for the Agent software 

and enabling middleware, which is available in the form of OSGi bundles. Equinox OSGi framework and 

BeyWatch OSGi bundles are written in Java and accordingly they are executed within the runtime 

environment of a Java Virtual Machine (jre6). 
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Figure 5:  Global view of Agent RG software platform 

Equinox OSGi framework has been chosen for BeyWatch as it is integrated with Eclipse IDE, it has the 

largest community of contributors, is one of the OSGi R4 core framework certified implementations and 

includes extensions for service bundles management and provisioning. 

2.3. Agent Middleware Components 

Middleware in the Agent RG offers a number of functionalities and services that make easier the process of 

creation of intelligent services on top of it (see Figure 6). These functionalities are: 

- Http server for the creation of Local Services Portals. These portals should be simple to be run on 

low performance RGs, but ensure userôs operation of the BeyWatch system in case connectivity 

with the exterior is temporarily lost. 

- A Local Set-up Manager servlet is available for the configuration of those appliances that needs a 

minimum user input (for instance: friendly names for the appliances, type of appliances that are 

plugged in the BeyWatch watchers, or specific info provided with the appliance when the user buys 

it that can not be automatically discovered by the Agent). 

- The Local BSS bundle will be in charge of storing locally the BSS-related parameters the Agent 

should be aware of. Storage will be done by using the Configuration Admin OSGi service, intended 

for persistent storage of data within the OSGi framework. Of course, BSS configuration will be 

updated and extended as needed (when any operation of the user, of the electricity retailer or of a 

third-party Service Provider implies different/new BSS-related data). 

- The Local Personalization Manager will be a servlet running on the http server of the OSGi 

framework to allow the user to add/modify/delete information: 

o About the house and, 

o About preferences of the persons that live in it. 

- The Device Management Framework offers a way of monitoring and controlling the manageable 

appliances of the home in a transparent manner for the Agent. This is possible as it automatically 

discovers the appliances that are registered in the framework and offers a common interface to the 

Agent to control them. In this way, the Agent does not need to be aware of the M2M technology 

used to communicate with the appliance at network layer, nor of the protocol (that could be 

standard or proprietary) use for the messages interchange between the appliance and the RG. 
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Control actions from the Agent towards the appliances will use TID Device Management 

Framework, while event messages from the appliances to the Agent will use the Event Admin OSGi 

service of the OSGi framework. 

- TID Alerts & Messaging Framework offers to the Agent an interface for sending messages to the 

user through the operatorôs network when it needs to communicate abnormal situations or offer 

advice on how to do a better use of the electricity, always taking into account user preferences (as 

some users might be warned in real time to take part in the energy optimization decision process 

while others might prefer to delegate all the decisions in the Agent). 

 

Figure 6:  Agent middleware components 

2.4. Agent implementation update 

The Agent architecture comprises a large part of the middleware infrastructure that is used to control and 

manage the appliances. The aim of this paragraph is to offer more detail on the Agent architecture by 

expounding on descriptions already found in submitted deliverables. 

The following figure is reproduced from D4.2 and is included below for reasons of reference and so that it 

may form the basis for further discussion and elaboration. 
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Figure 7. Agent SW architecture 

The main part which will be detailed in section is the ñAgent Core Scheduling and Control Logicò. This is 

the part that is ultimately responsible for managing the appliances and interfacing with the human user and 

external entities (such as the Supervisor) and it is also the part that makes use of the services offered by the 

TID Device and Event Manager framework which can be thought of as the middleware proper. 

The single block depicted in Figure 7 and labeled as ñAgent Core Scheduling and Control Logicò is in fact a 

major piece of functionality that is decomposed into multiple interacting processes to achieve its role. To 

motivate the decomposition of this monolithic, at this point, block of functionality we will have to consider 

the functions that is implements. Moreover, for the remainder of this paragraph the more succinct term 

ñAgentò will be used to refer to the ñAgent Core Scheduling and Control Logicò although strictly speaking 

the BeyWatch Agent comprises that part together with the TID framework which offers the foundation 

middleware services. 

Figure 8 that follows identifies the functions implemented in the Agent in a black-box approach. It should 

again be born in mind that the green box in Figure 8 corresponds to the blue box of Figure 7 that sits atop 

the TID framework: 
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Figure 8. Agent functionality  

Figure 8 uses a simple convention by depicting all external data as inputs to the Agent coming from above 

and internal house control and manipulation as outputs of the Agent directed below. So very crudely, the 

arrows pointing downwards from the Agent can be perceived as control or monitoring decisions within the 

house that ultimately utilize the TID framework whereas the input arrows represent external data that is fed 

into the Agent via a variety of external channels: the Supervisor interface, the interface with the electricity 

provider (for energy costs), the human user preferences and requirements (entered through the GUI), 

weather forecasts (from 3
rd
 party services) as well as historical statistics (which in reality are accessible from 

an internal database). 

According to Figure 8, the Agent therefore has to: 

 Monitor, control and report current and past data: this is data that captures consumption information 

for the various appliances (electrical energy consumed, current and past instant power) as well as 

the house as a whole. It also includes information on the power generated on the photo-voltaic cells. 

 Optimally control appliances: this is the ñcoreò role of the Agent. However to control the appliances 

the Agent in an optimal manner needs: (a) information enabling it to make the right choices and (b) 

levers with which to exercise the choices made. As for (a), information is fed into the agent either 

from external sources (see below) or from internal (within the house) monitoring functions (above 

bullet). As for (b) it is the TID framework and, ultimately, the various appliancesô bundles which 

realize the network and device layers of that framework that provide the middleware infrastructure 

for the Agent to actually control the appliances. The remaining points discuss the external sources 

of information as depicted in Figure 8. 

 Energy costs: the basic idea underlying the design of the BeyWatch Agent is that control ultimately 

rests with the human users who indicates (in the form of preferences or otherwise) concrete 

requirements for the functioning of the house or the scheduling of the various appliances. It is up to 

the human user to decide what kind of latitude to allow the Agent. In other words, the user sets the 

requirements and the Agent tries to optimize house operations within the framework set by these 

requirements. If the human-user set requirements provide amble scope for the Agent, the 

optimizations will be more successful, otherwise mostly marginal benefits will arise. For example if 

the time is 11:30 and the human users requires washing of clothes to be finished by 12:30, the 

Agent has a very limited time window in which to place the execution of the selected washing 

machine program (although there are still more options than the time placement that the Agent can 

make to optimize cost or energy consumption). If on the other hand the same human user requires 

washing to be finished by 17:30 there is clearly more scope for the Agent to optimize. Given this 

arrangement the Agent then tries to optimize based on external input which can be thus used to 

modify the pattern of energy consumption of the household in a way that is not heavy-handed or 
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usurps from the human user the actual control of his appliances. One such mechanism is the 

employment of dynamic tariff models. The BeyWatch architecture provides the ability for fully-

dynamic or even real-time tariffs allowing for the cost of energy to fluctuate at run time so as to 

always reflect production cost or the aggregate cost that the grid administrator perceives. As the 

following figure demonstrates even nonsensical or convoluted time-varying cost curves can be 

supported in BeyWatch: 

 

In addition, the BeyWatch architecture allows the utility company or the grid administrator to 

forewarn the BeyWatch Agent of upcoming spikes in electricity demand and so introduce counter-

balancing spikes in the electricity cost in order to forestall that demand and smoothen the aggregate 

energy demand curve. This is simply one of the measures by which the BeyWatch architecture 

allows broader societal or economic objectives (in this case elimination of demand spikes which are 

harmful in more than one way) to be pursued by an Agent partial to the economic self-interest of a 

single home and always subject to the constraints imposed by the human user.  

 Consumption incentives / counter-incentives: the cost of energy as explained above is not the only 

mechanism by which the energy behavior of the house as a whole can be changed while still 

allowing ultimate control to reside with the human user (to whom the BeyWatch Agent is exactly 

that: an Agent or a steward optimizing house operations with the self-interest of the individual 

consumer in mind). Other kinds of ways are also foreseen in the BeyWatch architecture: some more 

subtle, others less nuanced. One of the less nuanced ones is the ability to specify hard power ñcapsò 

(or limits) that cannot be exceeded. For instance BeyWatch allows the utility company or the grid to 

instruct all Agents in a geographical area (through the Supervisor) to so schedule home operations 

as to not exceed 4,000 Watts per household. This value doesnôt have to be constant throughout the 

day: a time-varying power cap curve can be provided that the Agents will have to adhere to as the 

following figure illustrates (again, an obviously nonsensical, widely fluctuating example): 

 

a more subtle ability that the BeyWatch architecture also offers is to specify (and provision again, 

dynamically, at runtime) in addition to the above ñhardò limit on the power cap and a second, ñsoftò 

limit (obviously below the ñhardò limit) which, whenever exceeded will result in a surcharge on the 

price of energy. This is depicted in the figure below: 


